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Job Description/Requirements

ICT Service Officer CA/III/ex-7805
Post: 7805 – Contract agent group III in Delegation to Serbia, Belgrade

Job title: Information Technology Officer

Job title suffix: Administration

Job definition: To ensure, under the supervision of the Head of Administration, the correct operation of ICT systems and provide support to the end-users of these systems.

Functions and Duties:

Operational IT Management

(Function type: Information and Communication Technologies)
· Technical, functional and integration testing and carrying out capacity analysis and system evaluation

· Manage servers including operating systems installation and upgrading, operation control, tuning

· Conduct computer diagnostics to determine nature of problems, provide technical assistance and perform minor repairs to hardware, software, and peripheral equipment, following design or installation specifications

· Monitor correct operations of the systems and perform error detection tests

· Install new applications on the servers and the workstations including acceptance tests

· Define, prepare, distribute and support IT reference solutions
· Apply IT quality plans defined by the organization

· Contribute to improvement and maintenance of IT tools, products, projects, services and standardized IT models through technical awareness/knowledge.

IT support in service management

(Function type: Information and Communication Technologies)

· Answer questions or resolve computer problems at local level

· Ensure the installation, conduct computer diagnostics to determine nature of problems, provide technical assistance and perform minor repairs to hardware, software, and peripheral equipment, following design or installation specifications

· Assist end-users to understand and use the computer hardware and software relevant to their work in view to achieve the best result

· Provide user support related to the local information systems for which s/he is responsible

· Ensure the follow-up of incident and perform debugging and reporting of incidents

· Provide first level support

· Produce technical, management and user oriented documentation
Supervision of network and telecommunications
(Function type: Information and Communication Technologies)

· Run consultancy studies in IT and its application, run market and segment surveys and run studies on quality matters regarding information systems and IT processes

· Design network and telecommunications services architecture

· Implement network and telecommunications architecture and manage network and telecommunications services

· Monitor network operations and telecommunications services

IT Security
(Function type: Information System Management)

· Implement and apply locally the security rules and procedures in place at the Commission to ensure the safeguard, reliability and confidentiality of data, the use of licenses and the access to information

· Contribute to the definition, implementation and management of  IT security policies

· Apply security procedures

· Apply  Data Integrity Control procedures

Database management
(Function type: Information and Communication Technologies)

· Monitor correct databases operations of the system and perform error detection tests

· Carry out databases capacity analysis and system evaluation

· Manage databases running on the servers

· Provide assistance to the developers for the design of the databases

Web site development
(Function type: Web site management)

· Create and maintain static and dynamic web pages (including templates), including the search, creation and editing of images

· Ensure the follow up of  software updates on the web servers and co-ordinate and install requests for new web applications for Intranet and Internet environments

· Install and maintain the various web servers and tools required for the development of web applications as part of the dissemination of information systems on Intranet and Internet servers

· Ensure that the maintenance, configuration, etc., of the Delegation Web services is correctly done and in collaboration with the internal and external teams

· Contribute to the definition and maintenance of the architecture and the structure of Intranet and Internet web sites

· Participate in technical and functional groups regarding the evolution of Commission web sites and services, and inform and advise the ad hoc services on internet/intranet related issues
IT training and coaching
(Function type: IT trainer)

· Inventory and analyze the local IT training needs

· Ensure the development of training modules as well as materials and procedures

· Ensure the organization of training courses to cover specific needs within the Delegation and manage the subscriptions using SYSLOG (if available)

· Ensure the delivery of training sessions, tutoring and/or coaching

· Ensure the quality and the impact of the training and take appropriate remedial action if required

Assistance in the management of sub-contracted IT activities
(Function type: Operational Initiator)

· Contribute to the definition of IT terms of reference

· Prepare IT calls for tender (equipment, services)

· Participate in IT technical evolutions

· Ensure follow-up of IT contractual performance (deadlines, specifications, expenditure etc.) and reporting procedures

· Other IT related items
Job requirements

· Post-secondary education attested by a diploma, or
· Secondary education attested by a diploma giving access to post-secondary education and appropriate professional experience of three years preferably in the following fields: server administration, network administration, IT security management, information systems, IT hardware.

Competencies
· Thorough knowledge of English and satisfactory knowledge of a second Community language. Knowledge of Serbian would be an advantage.
· Very good knowledge of:
· Windows 2003 Advanced Server and Active Directory

· Microsoft Exchange 2003 Server
· Telecommunications (PSTN) and networks 9WAN, Ethernet…)

· TCP/IP protocol and related services in a Windows 2003 Server/2003 Exchange environment: DNS, DHCP, WINS

· Microsoft Office products

· Hardware environment (PC, Server: RAID configuration, peripherals, cabling)

· Knowledge of the Commission and its procedures would be an advantage
· Knowledge of Web site development would be an advantage
· Team spirit and ability to work in a multi-cultural environment
· Capacity to communicate clearly, present complex matters in a simple way and draft precisely

· Capacity to focus on priorities and to organise work to deliver on time

· Ability to monitor progress of work and organise reviews

· Open minded: capacity to study and support other applications

· Commitment to assure quality, speed and accuracy in performing technical and procedural duties.
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